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IT security Trends and threats.
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iafiindinT2dusn1sils:3ns2u 1,710
auauaataau 1ae 1,570 on mobile
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There are almost 3 billion searches
performed on Google each month
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First laptops 1985 201 >400 million laptops today
First IPod 2001 91l  >200 million IPod today

1 million IPhone 45 days

1 million IPad 23 days

Trend of technology on Mobile

= Banking

= GPS

Localtion base technology (application)

Mobile phone is primary Internet Connection
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I'T trends(Global)




I'T trends(Thailand)
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FBI : Cybersecurity is priority No.3

=} IDG.net - Microsoft Internet Explorer =18l =]
File  Edit Wiewy  Favorites Tools Help ﬁ
4=Back - = - D ot | A search  [EFavorites  ElMedia 248 | Eh- S B - #5 2

Address [€] http:/fwww.idg.net/go.coifid=506173 ~| pao

| <o @  crosethic frame Powered
@ e-_’, EMAIL this stor b"‘y" The top IT sites combine
=Nkt _ Breakmg I Ewes = FEDB&: P be=t insights on a single =
PUTERWORLD -

Site Search | o

Home Topics Departments Services Subscriptions Events

Managemert Careersz Security  Hardware ZSoftware Databaszes hetworking Gowvernmernt  Mokile  Development  Industey

COMPUTE RWERLD Horme = Topics = Security = Security = Story

Vendor

iceinega FBI: Cybersecurity 1s priority No. 3
Solutions

By Matt Berger, IDG Mews Saervice
il AN 30, 2002

Security Knowledge  Organizational
Center

-Discussions changes

-Events

Glossary announced
-wendaor Listing vesterday by the

-Resource Links . .

-yWWhite Papers FBIl included thlng N etwa renz:- B

-EventTraining Search H

-RFP Center its focus on
combating

Knowledge Centers Click Me

-Managerment computer-related

-Careers .

-Security crimes.

-Hardware

- SOt .

More topics. In a top 10 list of
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ANsHack thaai'le

25



alnsaldadns

= 125U

= AN

= 1uu cloud.
= Back up

= ANl

= 2AAau2ADY.
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This is a very
important
document




Wireless Technologies — Big Picture

Satellite Network » . 5
Y . >, Internet

> Backbone

Wireless Metropolitan

Area Network (WMAN)
« WIMAX

‘g 2G,3G Cellular

T Network

« GSM, GPRS,
WCDMA, cdma2000

Wireless Local Area
Network (WLAN)

* Wi-Fi

\ Wireless Personal Area
Network (WPAN)

* Bluetooth, Zigbee
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Wi-Fi Security Trends

= Wi-Fi: today’s trend for wireless internet access
o Home, SME
o Private and Government Enterprises
o Universities
o Public hotspots (i.e., hotels, airports, coffee shops)

= Most Wi-Fi installations are insecure
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Wi-Fi Security: Why it matter?

International concerns

Access point = Wireless Hub

Difficult to trace attackers

Low cost hacking equipment

Typical insecure WLAN deployments
Lack of user/admin security awareness
Technology limitations & vulnerabilities
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Wi-Fi Yudaannaiisan

= Unauthorized access

= Data sniffing

= Denial of service

= Man-in-the-middle
attack
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Cut Cable Omni Antenna

Pringle Can Waveguide
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Bluetooth Security Threats
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ANSANAAANAUNSATM(1Inel)

AATM ludsné
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ANSANAAANAUNSATM(1Inel)

Qs
= QI

Gaav Key Board &huunaa
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Qs

aaadsznaula..............
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29T Ul ladiiau..............
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ASZNSIVENASLNSIVUITY
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DSI
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Can’t access your account?
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Security Question
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CIA
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Google: Best Friend of Hacker

http://www.linuxexposed.com/Articles/Hacking/Go
ogle-A-Hackers-Best-Friend.html

= Google & uNTaKi1daUR
0 ADYRUAIRNAI
o Email addresses
0 dayanalunadan&ITEUTNQALHEWNS
0 daya wavgrudayanlilailasfuiluatrod
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Aadniannn I-cloud

59



60



Ingdasinsnnuinternet

61



PR ARG Rk

Security Warning

Do pow want to inztall and run "crack. zip

By clicking ¥es vou are agreeing to the terms and
conditiong and installing @xx toalbar'' zigned an
2004,/04/413 17:34 P and distributed by;

Inteqgrated Search Technologies

FPublizher authenticity verfied by Thawte Code Signing Ch,

Caution; Integrated Search Technologies azserts that thiz
content iz zate. You should only installsiew thiz content if
wou fruzt [ntegrated Search Techrnologies to make that
azzertian.

I Alwaps trust content from Integrated Search
T echnologies

Yes 7 Mo I More Info

.................................
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suduua (Spam Mail)

Uszinnaasaunduua :

1. N1383191and@NIVENA

2. Awaanaduanidnausladvruiluanvruunin
(Bulk E-mail)

3. wagniaf

4. N5YNIUNLNUIaLaILSILN YL NLAE
(Work-at-home Schemes)

5. N33 AHFAANLATAITAIUANLNUUAN
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sguduua (Spam Mail) (na)

6. sa'lanauluaiinalucdastdauseuiniin
7. duana
8. Tan1ATUNITAINUNTHAMALUNUFHY
9. ynainsaiidancataiiaii’
(Cable De-scambler Kits)
10.n15 WS uAKsadudaTaadidauladiag
11. nswadausAuda
12. nstaualiisneialdiienws
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suduua (Spam Mail) (na)

5UNM 4 ugavmatnvuaIguL U uAUTLLANAITTAENFUNNURLAILANUIUTN
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Nigerian scams
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Rensomware : 4alldsiaan@Le
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Rensomware : 4alldsiaan@Le

76



Jan1silaviunisnailavnunisaauattlg

g15290auALULATAYANRILODFA A UAEN
fUL&UD

anev/dliaaldsunsuilasAuldw saubediliae
Tdsnsuay 9

liadndvAmratllalWanuinsanAud i uaNuI&IE
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Botnet: Malware Spicy
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IRC 1gswlras

LATaIAANTIILA SR
LEsasna9LEEN

= 2l =

Aldutnilazaguaatiia

Adennaanaaly

HonauLan
%

]
dp—

]
d——

l ARUUAILATAY
aaufILaasHal

LAFaYAILANVAN
wavdnLnas

aanAIAYAILANLAN
WU IRC t@svlinas

ANS1aNALLL
DDaS
Auduiua
LaYAY 9

5177 2 uaAVANE QI UAIAAATINLVILAA 1AL LI

Refer.: uaatiin dasduuulnivuduinasiiia
http://www.thaicert.org/paper/basic/botnet.pdf
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TAsI&IN1ilavAuszuul T

Web-server Firewall

Firewall Web-
application
/

Database for binders
(ODBC, JDBC, ADO,
SQLNet)

JSP SQL
Web Database
Server ASP
Web —
browser s | —
Netscape Pl SQL
Apache Database
C/C++ ~—
Sniffing
Man-in-the middle
Session Hi-Jack
Filter bypass Direct SQL Commands
Buffer overflow Met characters
Cross-site scripting Format string Null characters
Spoofing Directory Traversal Buffer Overflow
Manipulated input Default Accounts
Sample Applications 80
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= IT security Trends and threats.

= N5¥UIUNTNIIANKINaTUNIT LA UNTaELilA
AmMuNuAYaaasaAanNILeas(WIL.NN1TNTLVINRA
LAgNAUAaNNILBAT 2550)
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nnuuaeu ICT Tuilaqiiu

wsgsAlyaifInaIaa5AsTUMYaLANNTaTting W.A. 2544
(Electronic Transaction Act 2001) (Usgnialauan)

a ‘5']\‘] W‘S”‘S']?jﬂﬂ‘]ﬂ{]ﬂ']ﬂ']ﬂ‘lJﬂLLaﬁ‘a'ﬂQ‘lJ‘Sﬂ']‘iLﬂEI')ﬂ‘]Jﬂ']‘a'?.i']‘S WUNY
alRnnsafing
W.6. ...

a ‘5']\‘) W‘S‘”‘i']?jﬂﬂ‘]ﬂ'{]ﬂ'lﬂWﬂfUﬂLL&ﬁ‘iﬂQ‘]JSﬂ']‘SLﬂEI'JﬂfU nsaaniuiusay
alRnnsafing w.e . ....

o INTEIUNqEAAuaIfnTANNLRandl WA . ...

WIzULUAAINAIaNITATEVINANNAALALIAUAaNNILAAT W.A. 2550
(Uszgnaladual)

9719 WL AU AINGILNITANATAIUDYIFIULAAR] W.H. ....
(Data Protection Law)

anvunanslaudunwatdnnsaiing (Electronic Fund Transfer Law)
(igmanasLiiunis laasalynguunagnuad w.s.1.31602853A5UNY
alRAnIafindianuauysaidiu)
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msnsvmmwwmmonsvmuma
udnWus U IUAITuavaanst
AavszuusIsautng (Information Security)

uan C.I.A
e Confidentiality a»uau
e Integrity e’ uATUAIU

e Availability aalnwsaulaivu
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LALNALAAUNILOAS

e N3r1ViNANMUANALINSIUUA LA TUTAN

o TfinaTuladnduadauiunisnssrinalnuia
* ENARANISASIANLSIAITALNITATEUINA

* tNAMANITAUNAULALUINATLVINAAUIRI TN

e AMULALUNLASENUAIAUINUIUUNA & 5160152
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ANSRNAAYANANNILOAS

WIS &
(/ uau2inldlussu
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wausuInsn1silaviu
sUUAaNNILOAST
ANssuNIU/ (uuea password)
wauuntazaya W10 & uay
037 o A155UNIUSTULANNILNAS H1057 ° .
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10151 & KT a9 Ta vy dvssuyAauiuaasigu10sn1s
avAUAITIZAIAV 1A LNANILUNEN105AITUUT LT 1 Id 13516 U

AavseI19 N3 1An liAauaaay wiailsy inAuvidviiuiyn
152 Viva1vivi/si
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AN9LANTSZULAANNILADS LA 12 D1l
(48n3:19=961l)
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A1sttdatngunansn1stlavAaunistangeg

1051 b K IARIITNI0TAITIaIAUNITIZIAVTEULAANN A TVILA Y
Favigudunisianis a11uru105015690a77 [iiilawne laadva Tu
1/5A15TUIAAAA IIUELEILAKND Y AavTEII TN T 1A 1Ay

uilvil visailsy liAuaavBiIuLIN ¥iaviva1vivi/sy
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AN AvAANAnANNILaAS L e aAaL

1051 e K IAL2IAY Tmﬂﬁﬂaﬂﬁaﬂbﬂaﬁaﬂﬁymafﬁﬁﬂmm75
$129AUAITIZIEI TAENAWISUR LU TN TAITIUTT 2571/ 27&77451/@)21 Gl

23w Inw31an luiauaavl wiailsy LA uGuTULIN UiavieT19i9
/917

ANTNANTAUIFIUANUAA
- AM5AszVindILiuaNNAAOINNINTT 7 216 9N 1TATZVINAINURR
ANNTIGST 5 L&anay

%;fDENTITY
THEFT

Yes, it could happen to you.
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ANSANAAYANANNILNAT A aTI2AaU

W51 & Hlansevingailsenisia TE)EIl/Zfallﬁ)?E/?ﬁﬁ?ﬂ/]?\?ﬂlﬁﬂ%iﬂilﬂﬂ
iWadnsy 19Futayanauiinasyavesuiagseniwn1sas lusey
ABUNIUEDT UAS coiayanauinaaTiud lailviialse 2'£/2fumﬁ75m A2 D]
iiialviyanas 57} erz/:rgiﬂﬂy I eiavsea 1w Inwa1an LiAuaiuivia
15U LnAuviauduyIn w3avio31vivilsy

% 4 »

waULuUNAn
username &
password

WTANASTUL
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AN95UAYUANAMANNILNAS

w1051 o Hlavin Diideg a1 unly 1&euulay w5a
TG 1A Ea YU zfaﬂaﬂaﬁm/w:zmaiz/amau
lagiyay 6avse1 Inw31aa (AU wiailsy 131 AUy
UAULIN ¥32Viva19ivL/51
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ANS9UAIUSEUUAANNILOAS

"W1651 @o K lanseyvitaiailsenisialaaivay tWalvin15vitg1uzay
SUUADNNIUADTUDIKAUGATNIY 2ZAa AU ¥IasUAIUIN L

&1u150vI191unuLAA a7

AavseI W Ine31aa LiAuid wialsy LiAunivuauin ¥iaviodl
Vivilsis

WIAKA NsAnuagIuAmNAaA1dvddnIsnaliiian1sdfiasnis

1Wiu3n15 (Denial of Service) ilugAey
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n191auni (Cyber Attack)

Client coordinates attack

Victim bandwidth
is quickly eliminated

= =h == ===

Victim Network

Client N .

Agent s ctribhnit
(25) ‘ 4=

Handler




suiluua (Spam Mail)

41051 @e HladvZayaaauinaasuiaaauILdidansainaun

yaAaaulaailnilniailaauuilavuiaviu1davAITAIZaYAAIANII U
Lun1ssunIunITieseuynauiInasyavyAARau laLIAGaY VTN
Ingr1/sy AU AU UL IN
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Causes of Security Problem

J Technology 0 Process

- Lack of 0 Design for
=il security
feature
Bua. hol a Role +

e resred Responsibility
no patch i

0 No standard 0 Audit, track

0 Hard to up- 0 Disaster plans
to-date 0 Stay up-to-

date

aPeople

0 Lack of
knowledge

a Lack of
commitment

0 Lack of good
communicati
on

2 Human error
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Thank you for your attention.
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