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Complete in existing market space

Create uncontested market space

Beat the competition

Make the competition irrelevant

Exploit existing demand

Create and capture new demand

Make the value-cost trade off

Break the value-cost trade-off

Defend Current Position
Perspective

Innovate & Pursue New
Opportunities Perspective
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It takes 20 years to build a reputation
and five minutes to ruin it.
If you think about that, you'll do things
differently.
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(Cyber insurance potential in Thailand)
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' Using Insurance to Mitigate Cybercrime Risk: Challenges and recommendations for insurers, 2012, Capgemini

* Net Losses: Estimating the Global Cost of Cybercrime, June 2014, McAfee

? 2013 Norton Report, Norton
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Figure 1. Total cost of cyber crime in seven countries

Cost expressed in US dollars (000,000). n = 257 separate comparies yaranudemeneninanuazainitesrnsifivuindnuied
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“FY 2013 resuls for Rusia were not ollected wihluflgeusuinszsuuesesdnsvesnulasunsunsnusaninglyl
“FY2013 (<235 #FY 2014 (n=257) Uszaams wumelNulseaun1salvaauseineuLsaswaun

Ponemon Institute lészyifisifudndnedn mslaufmileiuesinnniy 55% fiunain 3 awnmddey Ae 1. fuanamwd
Antuanaulunieanidelifuinisies (Malicous insiders) 2. foanamuussuuiaiorts Sudunauannisldsulusunsuia
rUsasdvhliiefesneuiamesviestuulassinevigannsan (Denial of services) uag 3. mslaufvuriu (Web-based attacks)
FefolsindunsTandniidnsmsidvingannlutagdu Tnglinsilafawnd (Malware) vialusunsuillaifisuszasdsinumavodng
984 Internet browser lngagidlupruaunsvheuvedusunsy Internet browser Tiulumunudeinisveausyadse

Anatomy of a Web attack
We begin by looking at the overall anatomy of a typical Web based attack. The diagram illustrates the three distinct phases of
activity which together make up a typical Web based attack.

Automatic aHy

Attacker

*

User’s

machine

Web site

User interaction required

o How does Malware make e How does Malware make e Once on the user's machines
its way onto Web sites? its way onto user's machines? what does Malware do?

fian: White Paper: Web Based Attacks, February 2009, Symantec

2014 Global Report on the Cost of Cyber Crime, October 2014, Ponemon Institute
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medium

. Cybercrime as a percentage of GDP
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m Fraud
= Malicious code
2,5471 u Intrusion
(36%) m Intrusion attempts

= Information gathering

® Abusive content
, » Availability
1,953¢ /
A (27%) i pd
Information security
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. ﬁ'&Jf’]ﬂmiﬁnﬂmnmsnamqmﬂ (Intrusion attempts)

. ﬁaﬂﬂmmmﬂﬂ”ﬁsmwsﬁaga (Information gathering)

. Auananusanisnieuly (Availability)
. AnuiuAsUaansievesdaya (Information security)
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. feAnAmuUseLandy 9 (Other)

Tagluszeznan 4 VU @aws U W, 2554-2557) Suanususuwsniibanaiun
& Y o & o A v A a & w1 o = o
Wesudnindudeanaunlasunissieauunian aadudndiusiuiugedis 81% vedy
A Yo & aa = & | = o v o=
AATUNITENUNIMLA wazINadRaIgnuesy w.a. 2558 (Aausiifiow u.a. 3 na.) i
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VY] | Yo a & o 1 = a ¢ &
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10 Riskiest Countries

TER TER

ndonesia 23.54% 15.88%
na 21.26% Mexico 15.66%
20.78% UAE 13.67%

nes 19.81% Taiwan 12.66%
Malaysia 17.44% 10. Hong Kong 11.47%

Threat exposure rate (TER): Measured as the percentage of PCs that
experienced a malware attack, whether successful or falled, over a
three month period
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® Security Threat Report 2013, Sophos
" IMD World Competitiveness Ranking 2013, IMD, www.imd.org
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wRndesUsyiudelaues (Cyber insurance) Sfuruilnundausd we. 2523 (e, 1980) fawdlRgrumvanewnnisaldndsy o
W Y2K waw 9/11 usmwanlafignininegusluiswesgsiafifivundnuaznans sulUFssumsgmurngesyintu® uindmn
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US$ 1.2 wudu oy 83% L‘fJuLﬁywisﬁuﬁa‘ﬁ'Lﬁmsﬁﬂummmaw%’gaLif%ﬂﬂﬁﬁ@%’uﬂszﬁ’uﬁwismwﬁagjmnﬁa 35 918 IngnaAn e
Igsumualadineiidusevdn (Stand-alone product) uasidudeidial (Endorsement)

panglsdifudnuisivsefusslnvesliiuauden driindnsesnes (Reuters)® l9drsisnisaanisaives Marsh &
McLennan 191 eusefudsluginiaiifyadilaisng Uss 150 Ewilud wa. 2556 (neideussiuderesshiansussiudslaves
Tuansvenaninstivuin 0.01% veadeussiAnaseimmevonssma”) fudigsfianisussiufoluuesluglsusdiouaiilailug
Tnindlarfisufunnvesssialulssmaanszoinsni usdenisnsewindsfoanaudulawesfiunbsiuvemaisodng nieu
Q’Lﬁwﬁﬂ%ﬁg (W Zurich Insurance Group, Lloyd’s of London, Hiscox, Allianz wag HDI-Gerling tdug) Anfoudiarliusnng 3
Huitrnimanalsziuselsuofluglsufuulifiesivinduegauuou fasnduldonlutdliitiium gsfassiufoloues
Tuviuglsuiishsmsidulafigenniie 509%-100% setiaeiilfien
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Juangldaey msuzy’]ﬂiimé’misuwaﬁqﬁal%ﬁ@mmgzyﬁaﬁﬁgamqa FaguiiAntufy Tarcet (utsuane® w.e. 2556 ﬁﬁﬁaaﬂa
ddguastnsinsinuazdnsinlnvegnanieu 40 aululignalue) uag Home Depot Inc. (Teyatnsinsingndn 56 auaulsgn
Tasnssn) Hudu wenainiudn sunnguingluFesesmsunilesteya saulufmstedulindulusgadunn Juihliussme
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1. AnusuinaINNsazIlinteyadAguetasAns (Data breach and privacy management) i1 anlddneAntuainns

o

{teyangndnalugly saulufsenldinsanmsivauasuaiu uazaldaemangunefisniudu o Wudu

2. mm%’uﬁmmﬂmsazLﬁmizwﬁamﬁaaﬂaﬂnmwm&Jﬂjﬁﬂimamuﬁammamﬁum% (Multimedia liability coverage)
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(Intellectual property rights) 1 udu

3. anusuieainnisnsstenveidey (Extortion liability coverage) wu msnszvilissuunsufiamesriosyuulasadiy
vganslrusnsiiteSondesanle 1usy

4. ANUTURRAINNITRIESEUUlATIU1Y (Network security liability) Wy Andemeduiinainainseuulasaiengan1sinienu
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®Bohme, R. and G. Schwartz, 2010, Modeling Cyber-Insurance: Towards A Unifying Framework, ICSI and UC Berkeley

® Cyber Liability Insurance Market Trends: Survey, October 2014, Advisen

' Insurers struggle to get grip on burgeoning cyber risk market, July 14, 2014, Reuters, http://www.reuters.com/article/2014/07/14/
us-insurance-cybersecurity-idUSKBNOFJ0B820140714

" Cyber Insurance Demand Said Rising in Europe, Jan 28, 2015, WSJ, http://blogs.wsj.com/digits/2015/01/28/cyber-insurance-de-

mand-said-rising-in-europe/
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" Using Insurance to Mitigate Cybercrime Risk: Challenges and recommendations for insurers, 2012, Capgemini
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4 t' INFORMATION
INSTITUTE

Cyber and reputational challenges are the most significant movers in this
year’s Risk Barometer rankings. Cyber moved into the top 10 global business
risks for the first time.

Business intemuption, supply chain risk
Natural catastrophes

Fire, explosion

Changes in legislation and regulation

Market stagnation or decline

Loss of reputation or brand value (e.g. from social media)
Intensified competition

Cyber crime, IT failures, espionage

Theft, fraud, comuption

Quality deficiencies, serial defects

T T T T T

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

f37: Insurance Information Institute
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FIGURE

1

CYBER INSURANCE TAKE-UP AND GROWTH
RATES BY INDUSTRY

Source: Marsh Global Analytics

@ GROWTH RATE: 2014

I TAKE-UP RATES: 2013

I TAKE-UP RATES: 2014
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@ 69%
58%

43%
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45%

32%

35%

27%
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In the above chart, “growth rate” refers to the percentage increase from 2013 to 2014 in the number of clients purchasing standalone
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17%
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cyber insurance. “Take-up rate” refers to the overall percentage of clients that purchased standalone cyber insurance.

fian: Marsh Global Analytics

17%8 @ 18%

SERVICES FINANCIAL

INSTITUTIONS CATIONS, MEDIA,

1% 12%
7%
@ 8% o

COMMUNI- HEALTH CARE

AND TECHNOLOGY

uonanil World Law Groups §3l¢dnyi1 “Global Guide to Data Breach Notifications” sudunalsiurunmanisadneiu

ngvnennetesiunsiilvavesdeyalimintu laganszdfgueingmnefuiazUssmaiivuavsessl] fenisimvuaunuiv

wihividauateyamedidnnsednddesujifidedinunnisainsiilvwavestoya
Wivesdeyalisuniuiiimsiilva vieenaseadsludwmhenuvesdgniintiin

fanudssiearldinelumnnisainsiilvavesdeya

o

@

FAIDYIILY
AUALE U

¥

W 93ANINNTlvavesdayafads
AN MNERINA1IeYIN TR IANTH9Y

NNsIRTURUTBsEnTUITesuALUasnsamaltiues Kaspersky Lab snsinsiaulaufinsdumesidnvesuseimelne

aglududunl 7 lagdnsnislaulaufinisdumesilaiivinliiin Online Infection egfiseraz 31.56 auzuil 4

[

U7 4 Snsmstaulandmndumesiidavesusazyszinegegn 10 Suduusn

Country* % unigue users attacked**
1  Russia 38.98%
2  Kazakhstan 37.70%
3 Ukraine 35.75%
4  Syria 34.36% E an
5 Belarus 33.02% v
6  Azerbaijan 32.16% ;
7 Thailand 31.56%
8  Georgia 31.44%
9 Moldova 31.09%
10 Vietnam 30,83% .- 7 7 W77 Wy

fian: Kaspersky Lab
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Insfwi: 0-2267-7777, 0-2631-1311
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URL: www.seic.co.th
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“Digitalization for the Thai Insurance Industry”
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“Cyber Risk Management”

Ine AruUSIYry1 nawioun
US:S']Ubjriaﬁil, ACIS Professional
Center Co., Ltd (ACIS)
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“Digital Economy in Thailand and
Global Trend”
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“Disruptive Marketing in Digital Era”
Ing AruUUDS gassruuana
Managing Director and Founder
Hummingbirds Research and Digital

Marketing Consultant
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“Social Media Crisis Management”
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9191s8WIFAUKangms Digital Marketing
Communication UK1INYIGYNSIINW
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